ITamsATKa 110 0€30MaCHOCTH B HHTEPHETE.
C KaXXIbIM TOZOM MOJIOJIE’KH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IITIKOJIBHUKH OJHU U3 CaMbIX
aKTUBHBIX NOJIb30BaTesied Pynera. Mexny TemM, HOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. JTa NaMsATKa JOHKHA TOMOYb TeOe OE30MacHO
HaXOJUTHCS B CETH.
KoMmnbloTEepHbIe BUPYCHI
KoMIbroTepHBIN BUPYC — 3TO PA3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOTPaMM, OTIMYUTEIIBHON
O0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHUIO. B ononHenue k aTomy,
BUPYChI MOT'YT IOBPEAUTDH WJIH MOJHOCTHIO YHUUYTOXKUTH BCE (ailiibl U JaHHBIE,
MTOIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHU KOTOPOIo ObliIa 3aIylieHa 3apaxEHHas
IIPOTpaMma, a TaK)Ke IMOBPEIUTD WM AK€ YHUUTOKUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
daitnamu B 11esoM. B 60IbIIMHCTBE CllydaeB pacpOCTPAHSIIOTCA BUPYChI Uepe3 HHTEPHET.
MeTobl 3a1IMTHI 0T BPEAOHOCHBIX NIPOrPaAMM:

Hcenonp3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHbD 3aLIUTHI
OT BPEAOHOCHBIX IIPOTPaMM;

[TocTtosiHHO ycTaHaBivBai naT4u (HU(GPOBbIE 3aIUIATKH, KOTOPbIE aBTOMaTHUECKU
YCTaHABIIMBAIOTCA C LEJIBIO IOPAOOTKH MPOrpaMMbl) U Jpyrue OOHOBJIEHUSI CBOEH
orepaloHHoOM cucteMbl. CkaunBail X TOJIBKO ¢ OQHUIMATIBHOTO caiita pa3padborunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

Paboraii Ha cBOeM KOMIIBIOTEPE MO [TpaBaMU MOJIb30BATENsL, @ HE aIMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJBIINHCTBY BPEJOHOCHBIX MPOTrPaMM MHCTANIMPOBATHCS HA TBOEM NIEPCOHAIBHOM
KOMIIBIOTEDE;

Hcnonp3yii aHTUBHPYCHBIE TPOTPAMMHBIE IIPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

Orpannub pU3NYECKU JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIMII;

Hcnonb3yil BHENTHUE HOCUTENW UH(OPMAIINK, TAKUE KaK (iellika, TUCK Win (ai u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUYHHUKOB;

He oTkpbiBail KOMIBIOTEpHBIE (aiiiibl, HOJYYEHHbIE U3 HEHAEKHBIX UCTOUYHUKOB. [laxe Te
(haiiibl, KOTOpbIE IPUCIIAT TBOW 3HAKOMBIH. Jlydille yTOYHU y HEero, OTHPABIISII JIU OH TeOE HX.

Ceru WI-FI
Wi-Fi - 3T0 He Bu Iepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETro JIMIIbL OpeH, Mapka. Ere B
1991 rony Huaepnanackas koMmmanus 3apeructpuponana openn « WECA», uto 0603Ha9ano
cinoBocoueranne « WirelessFidelity», koTopbrit mepeBouTCs Kak «O0eCTpOBOIHASI TOYHOCTH.
Jlo Hamrero BpeMeHH JIolia apyras ab0peBuarypa, KoTopas sBISIeTCS TaKOH jKe TEXHOJIOTHEH.
Oto ab6peBuarypa « Wi-Fiy». Takoe Ha3BaHHUE ObLIO JAaHO C HAMEKOM Ha CTaHJapT BHICIITUN
3BykoBoOM TexHuku Hi-Fi, uTo B nmepeBojie 03HayaeT «BbICOKASI TOYHOCTH.
Ila, OecrimaTHBIM HHTEPHET-IO0CTYM B Kade, OTENSIX U adponopTax ABISETCS OTIIMIHOM
BO3MOKHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT, YTO OOIIEAOCTYIMHBIC Wi-
Fi ceTu He sBNIsIIOTCS O0€30MacCHBIMU.
CoBeThI 110 6€30MACHOCTH PadoTe B 001eI0CTYNHBIX ceTsix Wi-fi:

He nepenagaii cBoto nuunyto nuadopmanuio uepes oomenoctynubie Wi-Fi cetu. Paboras B
HUX, )KEJIATEIHbHO HE BBOJUTH MAPOJIU JOCTYTA, JOTUHBI U KaKHe-TO HOMEPA,

Hcnonb3yit 1 OOHOBISN aHTUBUPYCHBIE IPOrpaMMBbI U OpaHaMayep. Tem caMmbIM Thl
oOe3onacuilb ceds OT 3aKaYyKy BUpYCa Ha TBOE YCTPOMCTRO;

[Tpu ucnons3oBanuu Wi-Fi otkmoun pynkunio «O0muit A0CTy K (aiiam ¥ mpuHTEpam».
JlanHast GyHKIHS 3aKphITa 0 YMOTYAHHUIO, OJTHAKO HEKOTOPHIC MOJIH30BATEIN AKTUBUPYIOT €€
JUISL yJI00CTBA MCTOJIb30BaHUsI B paboTe uin yueoe;




He ucnions3yit myonmansiii WI-FI muist mepenaun mTUYHBIX TaHHBIX, HAPUMED JJIS BHIX0/1a B
COIIMAJIbHBIE CETU WJIU B BJIEKTPOHHYIO MOYTY;
Nnonw3yii Toasko 3amuiieHHoe coeauHenue yepes HTTPS, a e HTTP, T1.e. npu HaGope BeO-
ajzipeca BBOJIM UMEHHO «https://»;

B mo6unsHOM Tenedone otkiaoun pyHkuuio «Iloakmouenue k Wi-Fi apromarnyeckn». He
JIOIyCKall aBTOMAaTHYECKOT0 MOJIKIII0UeHUs yecTpoicTBa k ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumajibHble CeTH
ConuanbHble CETU aKTUBHO BXOJISIT B HAILY KU3Hb, MHOTHE JIIOJHM PA00TAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJUIHAP/ YEIIOBEK, UTO SIBISICTCS OJHOMN
CeIbMOM BCEX XKUTeINeH TiaHeTsl. MHOTHE MoIb30BaTeNu He MOHUMAIOT, YTO WH(pOopMaIus,
pa3MeIeHHass UMH B COIUATIBHBIX CETSAX, MOYKET OBITh HaliJleHa M UCI0JIb30BaHa KEM yTrOJaHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJaruMU HaMEPEHHUSIMH.
OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETSX:

OrpaHuyb CIIUCOK JIpy3eid. Y TeOs B APY3bsiX HE HOJKHO OBITh CITyYallHBIX U HE3HAKOMBIX
JIIOJICH;

3amuinai cBOo 4acTHYIO ku3Hb. He ykasbiBaii maposu, TenedoHsl, ajipeca, 1aTy TBOETO
POKJICHUS U JPYTYIO JIUYHYIO HH(MOPMAIINIO. 3T0YMBIITUICHHUKHA MOTYT UCIIOJIb30BaTh aKe
HH(OPMAIUIO O TOM, KaK Thl U TBOU POJUTEINN IJIAHUPYETE MTPOBECTH KAHUKYIIBL;

3amuinai cBO penyTaluio - IEPKHU €€ B UNCTOTE U 3a7aBail cebe BOMpoC: XOTeN ObI Thl,
9YTOOBI JIpyTHE MOJI30BATEIH BUICIH, YTO ThI 3arpysxaeiib? [Togymaii, mpex e yeM 4To-To
OnyOJMKOBaTh, HAITUCATh U 3arPy3UTh;

Ecau ThI roBOpHIIE C TFOJIEMH, KOTOPBIX HE 3HACIIIb, HE UCIOJIb3YH CBOE pealbHOE UMS U
IPYTYIO JTUYHYIO0 UHPOPMAIUU: UMSI, MECTO KUTEILCTBA, MECTO YUEOBI U MPOYEE;

N36erait pazmemienus ¢pororpaduii B UnTepHeTe, riae Tl H300pakeH Ha MECTHOCTH, T10
KOTOPOM MOKHO ONPEEIUTh TBOE MECTOIOJIOKEHUE;

[Ipu peructpaiuu B COUUAIBHON CETH HEOOXOAMMO UCIOJIH30BaTh CIOKHbBIE MTApOJIH,
cocTosiue u3 OyKB U IU(dp U ¢ KOJMYECTBOM 3HAKOB HE MEHEE §;

J1J1st conManbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh pa3HbIC MaPOJIH.
Torna ecnu Te0s1 B3JIIOMAIOT, TO 3JI0YMBIIIJICHHUKH MOTYYaT JOCTYM TOJIbKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE 1CHBI'H
DJEeKTpOHHBIE J€HBIM — 3TO OYEHb YIAOOHBIN CIIOCO0 MIaTeKel, 0JJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPbIE XOTAT MOJYYUTh 3TU JEHBIH.
DNeKTpOHHBIE JEHBI'M MOSIBUIMCH COBCEM HEJIABHO M UMEHHO M3-3a 3TOT'0 BO MHOTUX
rocyJapcTBax J0 CUX IOp HE POIKCaHO PO HUX B 3akoHax. B Poccuu ke onn
(GYHKIMOHUPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE, T/I€ UX Pa3/AeIaiOT Ha HECKOJIBKO BUIOB —
AHOHMMHBIC U HE aHOHUMHBIE. Pa3Hulla B TOM, UTO AHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeniaeTcsi IpOBOAUTH onepanuu 6e3 uAeHTU(GUKAIIMY MOJIb30BaTeNs, & B HEAHOHUMHBIX
UIEHTU(UKAIIMY TI0JIB30BATENS SABIISIETCS 0053aTEIbHOM.
Taxoke cnenyeT pa3nuyaTh ANEKTPOHHbBIE (PUATHBIE IEHBIH (PaBHBI FOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM).
OcHOBHBIE COBETHI 10 0€30MaCHOM paboTe C ANEKTPOHHBIMU JCHbIaMU:

[TpuBsixu kK cueTy MOOMITBHBIN TeneoH. ITO caMblil yIOOHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBs3anHbiil TenedoH MOMOXKET, ecii 3a0yIeIh CBOM
TJIATEKHBIN MApOJIb WIW 3alJICIIb HA CAUT C HE3HAKOMOTI'O YCTPOWCTBA,




Hcnone3yit oqnopasoBblie nmapoiu. [locie nepexona Ha yCUICHHYIO aBTOPU3ALINIO TeOe yxKe
He OyJIeT yrpoKaTh OMaCHOCTh KPAKU WJIU TIEPeXBaTa MIaTEKHOTO IMapoJIs;

Br16epu croxxHbii napodib. [IpecTynHrukam OyeT He mMpoCTO yrajiath CJI0KHbBIN TapoJib.
HanexHbie maposiv — 3T0 MapoJik, KOTOPbIE COJIepKaT HE MEHEe 8§ 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPOMKUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JuIapa,
(dbyHTa, BOCKJIMIIATENIbHBIN 3HAK | T.11. Harmpumep, $tROng!;;

He BBOIM CBOM JTMYHBIC TAaHHBIE HA CaiTaX, KOTOPHIM HE JIOBEPSICIIb.

DJIeKTPOHHAS 10YTA

DNeKTpOHHAs OYTa — ATO TEXHOJIOTHS M MPEJOCTABIISIEMBIE €10 YCIYTH IO IEPECHUIKE U
MOJTyYEHUIO ANEKTPOHHBIX COOOIICHN, KOTOPBIE PACIIPEACTSIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ANIEKTPOHHBIHN MOYTOBBIN SIIUK BBITISIUT CIACAYIONINM 00pa3oM:
uMs_TIOJIb30BaTeNIA(@uMsl_oMeHa. Taxke KpoMme mepeaayu mpocToro TeKCTa, UMeeTcst
BO3MOKHOCTh NIEpe1aBaTh (Pailiibl.

OcHOBHBIE COBETHI IO 0€30MacCHOM padOTE C AIEKTPOHHOU MOYTOM:

Hano BeIOpaTh npaBUIIbHBIN MTOYTOBLIN cepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUllle TOBEPSITh TEM, KOTO 3HACIllb U KTO MEPBBIN B
pPEUTHUHTE;

He yka3piBail B TuuHON nouTe TU4HYyI0 nHpopMauuto. Hanpumep, myuiie BoIOpaTh
«MY3bIKaNbHBINA _(haHaT@» i «pok2013» BMecTo «Temal3»;

Hcrnons3yil IByX3TaHYH0 aBTOPU3ALUI0. DTO KOI'1a TIOMUMO [1apoJIsl HY’KHO BBOJMTH KO,
IpuchUIaeMbIi o SMS;

Bri0epu cnoxxHbIi maposs. st KaXK10T0 MOYTOBOTO SIIKKA A0JIKEH ObITh CBOM HAJIEKHBIH,
YCTOMYMBBIN K B3JIOMY IIapOJIb;

Ecnu ecTh BO3MOKHOCTB HalmucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH ATy
BO3MO>KHOCTB;

Hcenonb3yii HECKOJBKO MOYTOBBIX SIIMKOB. [IepBhIii 111 YaCTHOM MEPENUCKU C apecaTaMu,
KOTOPBIM ThI JOBEPSECIIb. DTO JJIEKTPOHHBIN aJIpeC HE HAJI0 UCIIOJIb30BATh IPU PETUCTPALIUN HA
dbopymax u caiftax;

He oTkpsiBaii ¢aitibl U Apyrue BIOKEHUS B MUChMAaX JaKe €CITU OHU MPUIILUIA OT TBOUX
napy3seit. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU Te0e 3TH (ailibl;

[Tocne okoHuaHUs pabOTHl HA TOYTOBOM CEPBUCE MEPEJT 3aKPHITHEM BKJIAJIKH C CAUTOM HE
3a0yab HAXKaTh Ha « BRIATHY.

Ku0epOyJIMHI WK BUPTYaJdbHOE M3/1€BATE/IbCTBO

KubepOymmHr — npecieaoBanue cOoOIEeHUIMU, COACPKAIUMHI OCKOPOJICHUSI, arpeCcCHIo,
3aMyTrUBaHUE; XYJUTaHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOUIBIO PA3TUYHBIX HHTEPHET-
CEPBUCOB.

OCHOBHBIE COBETBI 110 00PH0E ¢ KHOSPOYIITMHTOM:

He Opocaiics B Ooi. JIyumuii cmoco6: TOCOBETOBATHCS KaK ce€0sl BECTH M, €CJIM HET TOT0, K
KOMY MOKHO OOpaTUThCS, TO BHAUaJe YCIIOKOUThCA. ECiu Thl HAaUHEeIb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJICHUS, TO TOJILKO €111e OOJIBITIE Pa30XKKEITh KOHPIUKT;

VYnpasinsaii cBoeil kubeppemyTaiueii;

AHOHUMHOCTB B ceTH MHHUMas1. CyIlecTBYIOT ClIOCOOBI BBIACHUTD, KTO CTOHUT 32 aHOHUMHBIM
AKKayHTOM;

He ctouT BecTn Xynuranckuii 00pas BUPTyaabHOM *KU3HU. IHTepHET PUKCUPYET BCE TBOU
JCUCTBUS U COXpaHSET UX. Y JaNUTh UX OyJIeT KpailHe 3aTpyIHUTENbHO;

Coburofail cBOM BUPTYaIbHYIO YE€CTh CMOJIOY;




Urnopupyit enuauaHbiil HeratuB. OTHOPa30BbIe OCKOPOUTENbHBIE COOOLICHHS JTyUlIe
UrHopupoBaTh. OOBIYHO arpeccusi mpeKpaliaeTcs Ha Ha4aabHOU CTaNu;

banb arpeccopa. B nporpammax 0OMeHa MIrHOBEHHBIMH COOOLIEHUSIMU, B COLIMAJIBHBIX CETIX
€CTh BO3MOXHOCTb OJIOKHPOBKH OTIPABKU COOOIEHUI C ONPEEIIEHHBIX aIpECOB;

Ecnu Tb1 cBUaEeTEND KMOEpOyMHra. TBOM AEHCTBUS: BBICTYNIMTH IPOTUB MIPECIEA0BATES,
[I0KAa3aTh €MY, YTO €ro JEHCTBUS OLEHUBAIOTCS HETATUBHO, ITOJIEPKATh )KEPTBY, KOTOPOU
HYKHa IICUXO0JIOTUYECKAsi IOMOIIlb, COOOIINUTE B3POCIIBIM O (paKTe arpeCCUBHOIO MTOBEICHUS B
CETH.

MoOuibHbIM TeaedoH
CoBpeMeHHbIe cMapT(OHBI U TUTAHIIETHI COACPIKAT B ceOe BIIOJIHE B3POCIBIA (PYHKITMOHAI, U
TeNepb OHU MOTYT KOHKYPHUPOBATh CO CTAllUOHAPHBIMU KOMIIbIOTEpamMu. O HAKO, CPECTB
3aIIUTHI JIs TTOJTOOHBIX YCTPOMCTB MTOKA OUYCHb MaJio. TeCTUPOBaHUE M TIOUCK YSI3BUMOCTEH B
HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1Jis [TK, To ke camoe kacaeTcsi 1 MOOMIIbHBIX
npuioxeHuit. CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JTOTHATU HACTOIbHBIE
aHaJIOTH, OJTHAKO paciupeHue GyHKIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTb. [{anexo He Bce MPOU3BOIUTEIM BHIITYCKAIOT OOHOBJICHUS,
3aKpBIBAIOIINE KPUTUUECKUE YSI3BUMOCTH JIJIs1 CBOUX YCTPOWCTB.
OCHOBHBIE COBETHI /IJIl 0€30MAaCHOCTH MOOMJILHOIO TesedoHa:

Huuero He siBrsieTcs mo-HacTosimeMy OecruiaTHbIM. byib 0CTOpOKeH, BeAb Koria Tede
npeiaraloT OeCIUIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHe-TO TIJIaTHBIC YCIIYTH;

Hymaii, npexae yeM otnpaButb SMS, ¢poTo niam Buaeo. Thl TOUHO 3HACIID, II€ OHU OYAYT B
KOHEYHOM UTOTE?

Heo6xoanmo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOET0 cMapThOHa;

Ncnonb3yit aHTUBUPYCHBIE TTPOTPAMMBbI JJIsl MOOMIJIBHBIX Tee()OHOB;

He 3arpyxaii npuioxeHusi OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEJOHOCHOE MPOrpaMMHOE 00ECIIEUEHHUE;

[Tocne Toro Kak Thl BBIAJEHIB C CAiTa, I/1€ BBOJAWII JIMUHYIO HH(DOpMALUIO, 3aii11 B
HACTPOWKHU Opay3epa U yaanu cookies;

[lepuoauuecku NpoBepsiii KAKKE MIIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOM HOMEpP MOOWIIBHOTO Tele(oHa TOIBKO JIOSM, KOTOPBIX ThI 3HACHIH U KOMY
JOBEPSIEILIb;
Bluetooth momken ObITH BBIKIIFOUEH, KOT/Ia Thl UM HE TOJNb3yenibes. He 3a0biBait nHorma
MPOBEPSTH 3TO.

Online urpni

CoBpeMeHHbIE OHJIAMH-UTPHI — 3TO KPACOUYHBIE, 3aXBaTHIBAIOIIUE PA3BICUCHUS,
00bEIMHSIONINE COTHU THICAY YEJIOBEK 10 BceMy MUpy. Urpoku uccienyroT T1aHHbI UM MUp,
00IIIat0TCs APYT C APYTOM, BBITIOJHSIOT 3aJaHus, CPAXKAIOTCS C MOHCTPAMU U MOJTY4YarOT OTIbIT.
3a yJ10BOJILCTBUE OHM TUIATST: TMOKYIAOT JUCK, OIJIaYMBAIOT AOOHEMEHT WJIU TPUOOPETAIOT
KaKHe-TO OIILHH.

Bce atu cpencTBa uayT Ha MOJJIEp>)KaHUE U PA3BUTHE UTPHI, @ TAKKE HA caMy 0€30MaCHOCTb:
COBEPIIIEHCTBYIOTCSI CHCTEMbI aBTOPHU3AIINH, BBIITYCKAIOTCSI HOBBIE TTaT4YH (IIU(PPOBBIE 3aIJIaTKA
JUTSI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB. B MO00HBIX UTpax CTOUT OMAacaThCs HE
CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXKy TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa
aBTOpHU3AIUU OOJBITMHCTBA UTP.

OcCHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOETO UTPOBOTO aKKAyHTA:




Ecnu apyroit urpok Benet ceds MI0Xo WK CO37aeT Tede HEPUATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UT'POKOB;

[Toxamnyiicss aIMUHUCTPATOPAM UI'PBI HA NIOXOE MOBEAEHUE ATOTO UTPOKA, )KEIATEIBHO
NPUJIOKUTH KaKUE-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHdopmalyo B rpodaiisie urpsl;

VYBaxkail Apyrux y4aCTHHKOB I10 UTPE;

He ycranaBnuBaii HeopumaibHble MaT4YU U MOJIBI;

Hcnonb3yii CII0XKHBIE U pa3HbIE MTApPOIIH;

Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [I0Ka Tl UTpaeliib, TBOW KOMIIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WM KPAXKA JHYHBIX JIAHHBIX

OOBIYHOM KpaXkel IeHEeT U TOKYMEHTOB CETOIHS y>K€ HUKOTO HE YAUBHUTIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIJICHHUKH IEPEMECTUIIUCH B UHTEPHET, U MPOIODKAIOT
3aHUMATBCS «JTFOOMMBIMY JeTIoM. Tak MosIBUIIach HOBAs yrpo3a: MHTEPHET-MOIICHHUYECTBA
WM (DUIIMHT, TJIaBHAS 11€JIb KOTOPOTO COCTOUT B MOJYyYE€HUN KOH(PHUICHIIMATIBHBIX TAHHBIX
MOJIb30BaTENeN — JIOTMHOB U napoiieid. Ha anrnuiickom si3pike phishing untaercs kak GUITAHT
(ot fishing — pwiOHas noBs, password — maposb).

OcHOBHBIE COBETHI 10 00pbL0e ¢ GPUINMHTOM:

Crnenu 3a cBoMM akkayHTOM. Eciu Thl oJ103peBaelb, 4To TBOSI aHKETa Obljla B3JIOMaHa, TO
He00X0 MO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKOpEE;

Hcnons3yit 6e3onacHbie BEO-CalThl, B TOM YHUCII€, UHTEPHET-MAara3uHoB U MOUCKOBBIX
CHUCTEM;

Hcnonb3yit ClioXKHBIE M pa3Hble Mapoiu. TakuM 006pa3om, eciu Te0si B3TOMArOT, TO
3MOYMBIIUICHHUKY TOIYyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

Ecnu Te6st B3moManu, To He0OX0IMMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBJIeHBI Y T€0s B IPY3bsiX, O TOM, UTO T€0s B3JIOMaIU U, BOBMOXKHO, OT TBOETO UMEHH OyJeT
PacChUIaThCS CTIaM U CCHUTKU Ha (PUITUHTOBBIC CANTHI,

YcranoBu HagexHbii napoib (PIN) Ha MoOOWIBHBIN TenedoH;

OTxiII0YM COXpaHEeHHUE TapoJis B Opaysepe;

He oTkpsiBaii ¢aitibl U Apyrue BIOKEHUS B TMChbMAaX JaKe €CITU OHM MPUIILUIA OT TBOUX
apy3ei. Jlydine yTouHu y HUX, OTIIPABJISUIM JIU OHU Te0e 3TH (paibl;

IHudposas penyranus

[udposas penyTtaius - 3T0 HEraTUBHASI WJIM TO3UTHUBHASI HH(POPMALIMS B CETH O TeOe.
KomnpomeTupyroias nuapopmanus pa3MeleHHas B MHTEPHETE MOKET CEphe3HbIM 00pazoM
OTpa3UThCS Ha TBOEH peanbHOM )u3HU. «L{udpoBas penyrauus» - 3T0 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uHpopmanuu o Tede B UHTEpHETE. TBOE MECTO JKUTENbCTBA, y4eObl, TBOE
(hrHAHCOBOE TOJIOKEHUE, 0COOCHHOCTH XapaKTepa U paccKas3bl O OJIM3KUX — BCE ATO
HaKariuBaeTcs B CETH.

MHorue nopoCTKy JIETKOMBICIEHHO OTHOCSITCS K MyOIHUKaIMK JTMYHON HHPOpMAaIUH B
HNHTtepHeTe, HE NOHMMAas BO3MOXKHBIX ITOCIAEACTBUM. ThI Jaxe HE CMOXKENb JOTralaThCsl O TOM,
yto (oTorpadus, pa3mMelieHHas 5 JeT Ha3a/l, CTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha paldoTy.
KomMmenTapuu, pa3menienue TBoux Gororpaduii u apyrue JeiCTBUS MOTYT HE HCUE3HYTh JIaXke
MOCJIE TOTO, KaK Thl UX YAAJIUIIb. Thl HE 3HAaCIIb, KTO COXPAHWJI 3Ty HH(POPMAIIHIO, ITOMNaia Ju
OHa B MTOMCKOBBIE CUCTEMBI 1 COXPaHUJIACh JIU OHA, a TTIABHOE: YTO MOJAYyMAaIOT O TeOe
OKpY>Karolllee JII0A1, KOTOpbIe HalAyT U yBUIAT 3T0. HaliTu MH(pOpMaio MHOTO JIET CITYCTSI




CMOKET JI000i — Kak U3 T0OPBIX MOOYXKACHUI, TaK U C HAMEPEHHEM MIPUYUHUTH Bpell. ITO
MOET OBITh KTO YT'OJTHO.
OcHOBHBIE COBETHI 110 3anUTe HM(PPOBOIi penyTAIUN:

[Togymaii, mpexie 4eM 4To-TO IMyOJIMKOBATh U TIepeiaBaTh y ce0s B 06Jiore Wi B
COLIMAJIBHOM CETH;

B nHactpoiikax npodusis ycTaHOBH OrpaHUYEHUS HA IPOCMOTP TBOETO PODUIIs 1 ero
COAEPKUMOTI0, CAEIAN €r0 TOJIBKO «IJIs ApYy3€eii»;

He pa3memnaii u He yka3bIBail HH(POpMAIHIO, KOTOpast MOXKET KOT0-IU00 OCKOPOISATh UK
00MKaTh.

ABTOpPCKOE IIPaBO

CoBpeMeHHbIE MIKOJIbHUKHU— aKTHUBHBIE TIOJIB30BaTENN IU(GPOBOTro mpocTpancTsa. OnHaKo
JaJIeKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTUMH BO3MOKHOCTAMHU LIU(POBOTO MUpa TpeOyeT
cOOJII0/IEHNUS MTPaB HAa UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIIEKTyalIbHass COOCTBEHHOCTHY OTHOCHUTCS K Pa3TUYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HaUMHAasl C HOBBIX M300pPETEHU U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTHU , U 3aKaHYMBasi KHUTaMu, potorpadusiMu, KHHOPHUIbMaMU U
MY3bIKaJIbHBIMU IPOU3BECHUSIMH.

ABTOpCKHE ITpaBa — 3TO IIPaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MIPOU3BEACHUS HAyKH,
JUTEpaTyphl U UCKyCcCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KAUECTBE FapaHTUHU TOTO, UTO
MHTEJJIEKTYaJIbHBIN/TBOPUECKHUM TPy aBTOpa HE OYJET HallpacHbIM, 1aCT €EMY CIIPABEIJIUBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3yibTaTax CBOETO TPY/a, MOJIYYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 0e3 pa3perieHus aBTopa He MOXKET BOCITPOU3BOIUTH €TO MPOU3BEACHNUE,
pacmpoCTpaHsTh, MyOJINIHO JEMOHCTPUPOBATh, TPOJaBaTh, UMIIOPTUPOBATh, TyCKATh B
MpOKaT, MyOJIMYHO UCIIOJHATH, TOKA3bIBATH/HCTIOHATH B d(Upe Wi pasMmenats B IHTepHETE.
Hcnonb30BaHne «IUPATCKOTO» MPOTPAMMHOTO 00ECTIeUeHUSI MOYKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH TBOETO yCTPOMCTBA, T1Ie
YCTaHOBJICHHBIN HE JierainpHas mporpamma. He ctout takxke 3a0bIBaTh, 4TO CYIIECTBYET
JerajgbHble U OECIIaTHBIE IPOTrPaMMBbl, KOTOPbIE MOKHO HalTH B CETH.

O nmopraJjie
CeteBUu0K.p( — TBOM TJTaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATh O O€30IIaCHOCTH B

CETH TIOHSITHBIM U JOCTYITHBIM SI3bIKOM, a P BOSHUKHOBEHUU KPUTUUECKON CUTYaINH
00paTHUTHCS 32 COBETOM.

OpranuzaTop npoekta — «bior mkosibHOro Beeznaiikuny www.e-parta.ru MudopmarmonHso-
MTO3HABATEbHBIN MTOPTA IS MOAPOCTKOB.

[Mpunonnepxxxu HII «Jlura 6e3onacHoro unrepuera», 'ocynapcrennas {yma PO u Coset
Oenepaunu PO. [IpoekT UMEET MOJIOKUTETBHOE IKCIIEPTHOE 3aKI0ueHrEe MUHUCTEPCTBA
oOpa3oBaHus U Hayku PO.



